
Coople, Europe’s largest digital staffing platform, is always looking to stay ahead 
of the curve and provide a consistently agile and high-performing solution to their 
clients. Audits and reviews are a part of this process.

Security In The Cloud

BUSINESS NEED

WHAT WAS CHECKED FOR

While the AWS Well Architected Framework looks at five key pillars (Operational 
Excellence, Security, Reliability, Performance Evaluation and Cost Optimisation), it soon 
became clear that security was the most vital area. 

The company’s proactive nature towards security, combined with the sensitive data of 
their clients, leads to a need to stay ahead of the curve, especially when exploring new 
technologies such as the Cloud.

Overall, the security testing aimed at identifying existing exploits and any areas that were not in line with current best practices – by 
improving these areas, potential risks were removed before they could be manipulated or exposed.

Having already moved to the AWS Cloud, Coople wanted to ensure that it was using this environment to its fullest, as well as remove 
any unforeseen risks in the process. To meet all of these criteria, they chose to undertake a thorough audit of the Cloud architecture.

PENETRATION TESTING

Direct penetration testing 
showed exactly where 
Coople’s system held up 
– and where it could be 
improved.

POTENTIAL ATTACK VECTORS

By exploring angles that hadn’t 
previously been considered, 
the system could be improved 
further to make such issues 
even less likely. 

PRIVILEGE ESCALATION

Insecure privileges can let 
unwanted individuals gain 
access to areas they are not 
supposed to – we designed 
the system to exclude that 
possibility.

DATA LEAKAGE RISKS

Coople process vast 
amounts of personal data 
– we tested and verified 
that this was secure and 
could not be accessed 
unintentionally.
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FIXING SECURITY

The goal of any security test is to find hidden flaws – once Coople knew about the risks, quick action was taken to adopt best practices 
and remove such issues entirely. A key factor here is that Coople didn’t just receive information on critical risks – they also gained the 
knowledge and guidance on how to proactively combat them.



Thanks to this review process, the company  gained a deeper understanding of AWS 
best practices, helping their team to strengthen and expand their competencies and 
expertise in this area.

Because of this, the team was able to integrate 
Cloud-specific development practices, ensuring 
more significant benefits both now and moving 
forward.

ABOUT COOPLE 

Coople is Europe’s largest digital staffing platform with over 500,000 registered workers 
in the UK and Switzerland and more than 20,000 company accounts. Since 2009, the 
company has quickly become a premier solution for sourcing temporary workers that 
reliably meet the complex and specific needs of their clients to build the future of work. 

Through technological innovation, Coople is transforming the way people work and the 
way businesses manage their staff. The platform matches workers looking for short- or 
longer-term jobs with companies that require these workers.

ABOUT PGS SOFTWARE 

PGS Software supports customers worldwide with tailor-made IT solutions. They offer expertise and services in cloud computing, 
design and data science – including business analysis, optical and UX/UI design and quality assurance.

THE RESULTS

WOULD YOU LIKE TO LEARN MORE ABOUT OUR SERVICES?
CALL US AT +48 71 79 82 692 OR VISIT OUR WEBSITE AT WWW.PGS-SOFT.COM 

Our users trust us with their personal data, including, for example, 
their identification and bank account details. Data security is 
therefore an absolute priority for us, and we are committed to 
regularly reviewing our processes to ensure that we follow best 
practice. PGS Software’s strong knowledge in this area has 
helped us to complete this review efficiently.

Chris Bradford
CTO — Coople

https://www.pgs-soft.com/
https://twitter.com/pgssoftware
https://www.linkedin.com/company/pgs-software-s-a-
https://www.facebook.com/pgs.software

